


Agenda:

◦ Moving data into Azure

◦ Cloud Adoption Framework

◦ Secure your data in Azure
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The Challenge – Moving On-Premise Data into Azure

• How do I get my on-premise data into Azure?

• Migrate data over the wire into Azure storage using Zerto. 

• Send your data into use using your own drives via Azure 

Import/Export.

• Once in Azure, select the correct storage tiers for your data
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Azure Storage Durability Options

LRS

3 replicas, 1 region

Protect against disk, 

node, rack failures

Write is ack’d when all 

replicas are committed

Superior to dual-parity 

RAID

GRS

6 replicas, 2 regions (3/region)

Protects against major 

regional disasters

Asynchronous copy to 

secondary

Typically >300mi

Async

Primary Secondary

Z2

ZRS

3 replicas, 3 zones, 1 

region

Protect against disk, 

node, rack and zone

failures

Synchronous writes to all 

3 zones

Z1

Z3

RA-GRS

GRS + Read access to 

secondary

Separate secondary endpoint

RPO delay to secondary can 

be queried

Typically >300mi

Async

Primary Secondary

Single Region Dual Region
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Microsoft Cloud Adoption Framework for Azure – Plan

Align business, people and technology strategy to achieve business goals with actionable,

efficient, and comprehensive guidance to deliver fast results with control and stability.

Achieve balance



Azure Cloud Adoption Framework

Ready

• Azure readiness guide

• First landing zone

• Expand the blueprint

• Best practice Validation

Plan

• Digital estate

• Initial organization alignment

• Skills readiness plan

• Cloud adoption plan

Adopt
Define Strategy

• Understand motivations

• Business outcomes

• Business justification

• Prioritize project

Manage
Business commitments
operations baseline •

Ops maturity

Govern
Methodology • Benchmark

initial best practice • 
Governance maturity

Migrate
• First workload migration

• Expanded scenarios

• Best practice validation

• Process improvements

Innovate
• Innovation guide

• Expanded scenarios

• Best practice validation

• Process improvements



Motivations

• Executive mandate

• DC Exit

• Merger and acquisitions

• Cost savings

• Optimization

• Agility

• Tech capabilities 

• Market demands

• Geo expansion

• Migration

• Innovation

Define strategy

Business outcomes

• Fiscal: revenue, cost, 
profit

• Agility: time to market, 
provisioning, 

• Reach: global access, 
sovereignty

• Customer engagement: 
cycle time, from request
to release

• Performance: SLAs, 
Downtime, operations, 
reliability

Business justification

• Business case: the cloud 
is not always cheaper, 
mirroring is not cloud.

• Financial model: Capex/
Opex, ROI, gain, cost 
avoidance/reduction

• Cloud accounting: 
cost center, procurement, 
profit center, revenue 
generating, chargeback

First project

• Business criteria: 
workload supported by a 
BDM

• Technical criteria: 
minimum dependencies 
and test path, no 
governance

• Qualitative analysis: 
Current Team analysis

Documenting the cloud strategy will help business stakeholders and 

technicians understand the benefits the organization is pursuing by 

adopting the cloud. 

ReadyPlan Adopt
Define 

strategy

ManageGovern



Govern

Policy definition ensures consistency across adoption efforts. 

Alignment to governance/compliance requirements is key to 

maintain a well-managed cross-cloud environment.

ReadyPlan Adopt
Define 

strategy

ManageGovern

Cost management

• Evaluate and 
monitor cost

• Limit IT spend

• Scale based on
business demand

• Create cost 
accountability

Security baseline

• Compliance with
IT Security 
requirements

• Apply security 
baseline to all 
adoption efforts

Resource 
consistency

• Consistency
in resource 
configuration

• Enforce on boarding, 
recovery and 
discoverability 
practices

Identity baseline

• Enforce identity
and access baseline

• Apply role 
definitions and 
assignments

Deployment 
acceleration

• Centralize templates

• Drive consistency 
and standardization

Business risk

• Document evolving 
business risk

• Document risk tolerance 
based on data 
classification, and 
application criticality

Policy & compliance

• Convert risk decisions into 
policy statements

• Establish cloud adoption 
boundaries

Processes

• Establish processes to
monitor violations 

• Adhere to
corporate policies

• Cloud Center
of Excellence
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450B 
monthly 

authentications

18B+ Bing web 

pages scanned

750M+ Azure 
user accounts

Enterprise security 

for 90% of 

Fortune 500

930M 
threats detected 

on devices 
every month

Shared threat data 
from partners, 

researchers, and 
law enforcement 

worldwide

Botnet data 
from Microsoft 

Digital 
Crimes Unit

1.2B 
devices scanned 

each month

400B 
emails 

analyzed 200+
global cloud 

consumer 
and commercial

services

OneDrive

Xbox Live

Microsoft

accounts

Bing

Azure

Outlook

Windows

Microsoft Intelligent Security Graph
Unique insights, informed by trillions of signals
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Microsoft Azure : Shared Responsibility
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Lift and Shift Build New Apps



U
S

 G
O

V

ISO 27001 SOC 1

Type 2

ISO 27018 CSA STAR

Self-Assessment

ISO 27017 SOC 2

Type 2

SOC 3ISO 22301 CSA STAR

Certification

CSA STAR

Attestation
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The Most Trusted and Compliant Cloud
https://www.microsoft.com/en-us/trustcenter/compliance/complianceofferings

https://www.fisc.or.jp/
http://www.asd.gov.au/infosec/irap/index.htm
https://www.microsoft.com/en-us/trustcenter/compliance/complianceofferings


A Secure Foundation at a Global Scale

Each physical datacenter 
protected with world-class, 
multi-layered protection

Secured with cutting-
edge operational security

• Restricted access

• 24x7 monitoring

• Global security experts

Global cloud infrastructure 
with custom hardware and 
network protection

Over 100 
datacenters 
across the 
planet




